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Overview
The COD Web site has the following new functionality:
• Challenge Questions Profile Setup

- User chooses challenge questions and enters answersUser chooses challenge questions and enters answers

• Reset Password
- User resets password by answering challenge questions

U l k A t• Unlock Account
- User unlocks account by answering challenge questions

• Update Your Profilep
- User updates e-mail address and Challenge Questions Profile

• Update User Profile (for security administrators)
S it d i i t t d t ’ fil t f h ll ti- Security administrator updates user’s profile, except for challenge questions

• Challenge Questions Profile Unlock
- User unlocks Challenge Questions Profile
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A user whose account has been deactivated will not be able to 
use this new functionality.  The user must contact his or her 
security administrator to reactivate the account.



Challenge Questions Profile Setup
A user will log in to the COD Web site using his or her User name and PasswordA user will log in to the COD Web site using his or her User name and Password.

After logging in a user without a Challenge Questions Profile
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After logging in, a user without a Challenge Questions Profile 
will be redirected to the Set Challenge Questions screen.



Challenge Questions Profile Setup
A user without a Challenge Questions Profile will set up his or her profile using the screen below

A temporary password will be sent 
to the user’s e-mail address.  

A user without a Challenge Questions Profile will set up his or her profile using the screen below.

Therefore, it is important for the 
user to provide his or her most 
current e-mail address.

• The user will choose from a list of 5• The user will choose from a list of 5 
predefined challenge questions.
• The user must choose 3 different 
questions.
• The user must provide 3 different 
answers.
• The answers are not case sensitive.

After clicking SUBMIT, the 
questions and answers will be 
saved.  The user will be forwarded 
to the Welcome screen or the 
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School Search screen.



Reset Password
A user who has forgotten his or her password will use the Reset Password functionalityA user who has forgotten his or her password will use the Reset Password functionality.
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The user must enter his or her User name and click Reset Password.



Reset Password
A user attempting to reset his or her password must complete the Password Reset and AccountA user attempting to reset his or her password must complete the Password Reset and Account 
Unlock screen.

The user will be prompted to answer his or her challenge questions.  
The user must answer all 3 questions correctly
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The user must answer all 3 questions correctly.
Note: Answers are not case sensitive.



Reset Password
The following screen will be displayed if the user answers all 3 challenge questions correctlyThe following screen will be displayed if the user answers all 3 challenge questions correctly.

After successfully answering the challenge questions, the password will be 
reset.  A temporary password will be e-mailed to the user.
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Reset Password
The following screen will be displayed if the user fails to answers all 3 challenge questionsThe following screen will be displayed if the user fails to answers all 3 challenge questions 
correctly on his or her first and second attempts.
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Reset Password
After the third failed attempt the user’s Challenge Questions Profile will be locked and theAfter the third failed attempt, the user s Challenge Questions Profile will be locked, and the 
following screen will be displayed.

A user with a locked Challenge Questions Profile will no longer be 
able to reset his or her password or unlock his or her account.  The 

t t t hi h it d i i t tuser must contact his or her security administrator.
Note: Refer to pages 16 and 17 for more information.
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Unlock Account
A user whose account is locked will use the Unlock Account functionalityA user whose account is locked will use the Unlock Account functionality.
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The user must enter his or her User name and click Unlock Account.



Unlock Account
A user attempting to unlock his or her account must complete the Password Reset and AccountA user attempting to unlock his or her account must complete the Password Reset and Account 
Unlock screen.

The user will be prompted to answer his or her challenge questions.  
The user must answer all 3 questions correctly
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The user must answer all 3 questions correctly.
Note: Answers are not case sensitive.



Unlock Account
The following screen will be displayed if the user answers all 3 challenge questions correctlyThe following screen will be displayed if the user answers all 3 challenge questions correctly.

After successfully answering the challenge questions, the account will be 
unlocked.  A temporary password will be e-mailed to the user.
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Unlock Account
The following screen will be displayed if the user fails to answers all 3 challenge questionsThe following screen will be displayed if the user fails to answers all 3 challenge questions 
correctly on his or her first and second attempts.
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Unlock Account
After the third failed attempt the user’s Challenge Questions Profile will be locked and theAfter the third failed attempt, the user s Challenge Questions Profile will be locked, and the 
following screen will be displayed.

A user with a locked Challenge Questions Profile will no longer be 
able to reset his or her password or unlock his or her account.  The 

t t t hi h it d i i t tuser must contact his or her security administrator.
Note: Refer to pages 16 and 17 for more information.
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Update Your Profile
A user will update his or her profile using the screen belowA user will update his or her profile using the screen below.

The user will be able 
to update his or her 
most current e-mail 
address.

The user will be able 
to update his or her 
challenge questions 
and answers.and answers.
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Update User Profile
A security administrator will update a user’s profile using the screen belowA security administrator will update a user s profile using the screen below.

The security administrator 
must confirm the user’s 
current e mail addresscurrent e-mail address.

The security administrator 
can view (but not update)can view (but not update) 
the user’s Challenge 
Questions Locked flag.

The security administrator 
will be able to view the 
questions selected by the 
user, but not the user’s 
answers
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answers.



Challenge Questions Profile Unlock
A user with a locked Challenge Questions Profile must contact his or her security administrator toA user with a locked Challenge Questions Profile must contact his or her security administrator to 
request a temporary password.  The user will use the temporary password to update his or her 
password and log in.
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After logging in, a user with a locked Challenge Questions Profile 
will be redirected to the Update Challenge Questions screen.



After logging in (as explained on page 16) a user with a locked Challenge Questions Profile will

Challenge Questions Profile Unlock
After logging in (as explained on page 16), a user with a locked Challenge Questions Profile will 
update and unlock his or her profile using the screen below.

The user will verify that his or her 
e-mail address is correcte mail address is correct.

The user will review and update his or 
her challenge questions and answers.

After clicking UNLOCK, the questions 
and answers will be saved, the user’s 

her challenge questions and answers.

Challenge Questions Profile will be 
unlocked, and the user will be 
forwarded to the Welcome screen or 
the School Search screen.
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the School Search screen.


